Working with Sensitive
Ccontracts

ORED/TCO & FSO



Introduction

Provide basic information on working with
contracts containing sensitive and above

Information.
Gary Butler - ORED/TC
Neil Lewis — ORED/FSO



Topics of Discussion

Key Terms
Contract Signposts
Contacts / Questions



Key Terms

Security clause
Company controlled / Company confidential
Nondisclosure Agreements or Ndas
ITAR/EAR

Export control

U.S. Person

Dual Use Technologies

Military Critical Technologies List —- MCTL



Key Terms - continued

Commerce Control List

U.S. Munitions List
For Official Use Only

Freedom of Information Act
Classified

National Industrial Security Program

Facility Security Officer

Confidential / Secret / Top Secret

U.S. Citizen
Contract Security Classification Specification



Key Terms - continued

CO/COTR/COSR



Contract Signposts

If there Is a security clause, read it carefully
Watch for the key terms

Watch for the terms U.S. persons only or no
foreign nationals (NOFORN also used)

Any Indicators that control information



Contacts / Questions

For ITAR / Export Control questions
Nick Miller, SPA Export Control Officer

nmi

ler@spa.msstate.edu; 325-7402

For C
Nel

assified security questions
Lewis, ORED Facility Security Officer

nelewis@fso.msstate,edu; 325-8682

Use any of us for questions regarding
sensitive contract questions (Gary B — 325-

3570)



